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intelligent vehicles. There are various design flaws and vulnerabilities hidden in a large number of hardware, firmware
and software. Therefore, the vulnerabilities of intelligent vehicles have become the most important factor affecting the
vehicle safety. The safety of vehicles is seriously affected by the disclosure of a large number of vulnerabilities, and the
wide application of smart cars is also restricted. Vulnerability management is an effective method to reduce the risk of
vulnerabilities and improve vehicle security. And vulnerability scoring is one the important step in vulnerability
management procedure. However, current method have no capability assessing automotive vulnerabilities reasonably.
In order to handle this problem, a vulnerability scoring model for intelligent vehicles was proposed, which was based on
CVSS. The attack vector and attack complexity were optimized, and property security, privacy security, functional
safety and life safety were added to characterize the possible impact of the vulnerabilities according to the
characteristics of intelligent vehicles. With the machine learning method, the parameters in CVSS scoring formula were
optimized to describe the characteristics of intelligent vehicle vulnerabilities and adapt to the adjusted and new added
weights. It is found in case study and statistics that the diversity and distribution of the model are better than CVSS,
which means the model can better score different vulnerabilities. And then AHP is used to evaluate the vulnerability of
the whole vehicle based on the vulnerability score of the model, a score is given representing the risk level of whole
vehicle. The proposed model can be used to evaluate the severity of information security vulnerabilities in intelligent
vehicles and assess the security risks of the entire vehicle or part of the system reasonably, which can provide an
evidence for fixing the vulnerabilities or reinforcing the entire vehicle.

Keywords: intelligent vehicle, CVSS, vulnerability scoring system, risk assessment, nonlinear regression, AHP

8

i

0 518

B BBV A [ S AT 1) T s S A Ry
2, RO AT B AL A A1
C& BB R AT I R AT R 6 TR e
M, Rty 2t B XEE N MR R
M, R IR EdEm, S
B A Bam s, whE M a1 ™
T, RN R 2 N RN

BREVRZE IR AR 5 22 4 ) 8t AR A S PRI A T
VEREE . AR P RSl LB R S 4
S EAEAEBIG, R REVLE AR AR T B AT
(R T Ak 384T T FIAT LR AR, T EF
IIEETATACHL S T BE IR 15~50 M. 7E it
P K IR FL TS E R S AR T, BB
HHMRAFAE AR 2 P B e A, YRR 24
R R R 2 e e N B T
BREVAE IR 22 A ) U S i L) 2 )
S, TR VAR IR R i
AV R T AR A I T B B A P R AEAE I
VB A U 5 i O R 5 1R 7 £ PRI
VG Py, $RALTE e T SER > . BAk, HhE
VAR IS 5 7 B B AR R e AR A — A

WA B TA S, R ) O AR B AR i 22 A D) B ) AL
P/ oy R i AR Xa SO By A I o i
BEATRRINER TR R 2RO, X
ATHRREV AR B2 TRV R .

X5 TR EAE VAL, AEAE SR 4
b B2 AA PO Iz T AR VRS RS
(CVSS, common vulnerability scoring system).
(U TR REV AR R R I, VORI AN U
BREVUERNIE W 2B DIRE, Ibox 25 A 5 5liafe
e E, CVSS ANRENE & FLHL PP VSE
IR e BRI, ARV R AU A
— M RENS O BEVE A IR S R R ¢

AIFET TP, SE RS
K2 AR BRI, 3R ol B s I PF A
R — i [ R RE VA AR R 2 A e T VF o A Y
(VSMIV, information security vulnerability scoring
model for intelligent vehicles). ZRZiKH 5 CVSS
HF AR 53, B BB E AR 5K 7
ATV GAE B T VEAL . HATR A 1wy
JIVE, IF B v 405 B e AR IR R0 55
B b 20 R R VG 2 R R, RUE TR
AR, ARG DO BEVA T AR B4
Pl P B AT RS A BT, AR BRIV



55134 TS TR fE

AR R AR VP A B R +169 +

BAG 2 AHh IIMEE S KRGE RIS,
R BATRFR U, AR CVSS A
VPEY 51335 CVSS 3.0 JRASHI AT 51 512

1 fExI{E

RICHETAT B A It 2 852 (118 FH ]
VRO R GE, WEFCTH A BBV ZE 14 B 2 A T
VRO B, SEBLT R RE VR AR T EE A A B
PEAY . RIS HAE B A IR I AL AH DG —
LERIFST T A .

Zhao SRR T — Rt o A 2 (0 G 95 1k
VR 7, T ER AN 2 IRV IR 2K
VPl AR O 22 A PEAL o IR SO0 1)
fl LT CVSS M VG 75, RV et
T IE N B B PR i e e 1 S UE B
TR RNE, JF HRE TSNS M ST
BATEL8R .

Keramati Z5PH HH—Fgr AL (R IRVE 2> 2R 48
HHLE TSN . 1% RGN TS
Tl S P 7 TP EAN TR e, R 2421 3))
SVl 5 CVSS AFIME, R IR
TR PTAT I, 25 RS R T IR AR BRI R (9 A
o wh, WiE TIZRGAVES 2RI
PN CVSS EHLE I

Li SR — o 0 1) e AsHE SR R0t 25 IR 45
WAATV 2y, HEFR T REMRA, AT
DU % R SR AR RIS, = RSt R
A] DU R TR HE 4218 52 oG MR, JFad e sk
BIUE % R G AE 2 R 45 TR VP43 J7 i bk CVSS B
.

Liu 2P — g R i) s i s PRSI VP2
RE, KHIEET CVSS HIdsHVED ik, Xk
REMA S IR AR S VSRR T A 2, A EE TR R
T S VPN 8, o R TR0 ) 5
FEMIvER e, Hak— DA PR R T 5
£ o 8T IR VE A E A VE B, Sl
T P ATPE ANV A I HAR 2. IR AT
PEMEYS CVSS AT E v &5 AR, I
HAZAHIAE 1999 4E51] 2008 4F 19 V7 £ 4 - H
13T B RS R

Spanos 2O —FRIL T CVSS KBRS B

PEor 2248 WIVSS, H g EiH AT CVSS 52
FE (RS VR B T et o At AT )
()5 B AR AR 2R B 1, AT be G R 3RS
X RN, AR R AT £ 2 A BV 4 b
(IRUAEL, T8 2552 Wi FE FR broAH s 2105 w4y
B, FRRE TR AT AT PR B AR CVSS 2.0 A 22
AP AT e ZIRIRA P R 5

Ur-Rehman 25782 H1 7 — 5L T CVSS I
A5 BRI RIRTVE AR, XSO A AR A
VIR 5 AL 8 I 28 2 o) () 22 5, BT Bk ) &
HYGHEEARE RN, RN T N5 24E5x,
ZIEAR AT T IR i, BENS A M PR P IEC
WA o VS 0 PR8N TR AL R 2 A B s SE
PN AL, X CVSS AR g
JESILT IR B PESy . fEMREEAE b, A AT R
T FhEET CVSS A 2 TV R b el i
PO RGE, PN EER ISR B T R AT
PUPE S bR A R R 4 S i R e A S I R
B o E— A% T DL S 455 28 X 488 A0 o o) B () F b
BUE, FxF CVSS A T & 0 e 43 2 i vF
AN N RNV

SRR, 7T, H T A VR A5
R BOREN R E AT, Ao RSs . T
W2 55, AT I TR VPAN T AN e HLRE N H TR
ZEYIR T E A VAL, 8 R VAN RS AEVR
P AU VR A R A TR IR AT VR . 5
— 71, A T TR RGEFR PR AN R 2 A G
JE A, TS SN A I & 2 AN T, A
PRI 2 A5 ) () U T O 20 2 AN 1)

TEMTE ST, SRS B2 e dibh > —
P A RS VI T VR R, AR SCHE H —Fof
H1 ) REVAE S B L AR VP A, &
PPPOYRGAE B e T (1 7 E

2 VSMIV jf45r sl

BRERZE IS B A A& s 2 )
TREPE. SEREERTTHPE, 4y R BaRAI R,
LA B R P AT IOSRE, DAk, Aocah
SRS RGM TARRED, 2% (GE%AE
WiLhte 4y EprkrdE 1SO 2626210, ZEkm 1
ZENRB YN (EVITA, E-safety vehicle



- 170 - W25 550 R 22 Al

08 %

intrusion protected applications) "''fl Den-Hartog
IR A s A R RN ST, B R
TiAPE IR (VSMIV),

THT 16 4 BE VA AR5 I 22 A i I D1 23 B 28 A
B 1 PR, PP BB P A B, AT AT REVE Sy
B AW PE o FR 3 e ATAT PRI 20 DAt e i
BRI AESE, W Bahim &, BalhiR . i
BREESRA] 7 AZH. 4 A5 AgSRbR, ] PUE AT
ATVEVHEE A SCAR L SEMRT 23 5 70 VP Al e T A
FJG AT BEIE IS, HINLA e Se ek, T H
PEREFA 2 A, W= 22 4x . D a. A
febra R S v 5 AT tH TR 52 0 E . iR
SR PR () B 2 VE ) Siey HRTAT IR 2B AN )
SMENREFH, BT E (DR .

LA RV A R 2 A R T 4 AR
Figure 1 Information security vulnerability scoring model for
intelligent vehicle

Siev =

0,S, <0

Roundup(Min[ (8, +5,)+0.2,10]),5, >0,
socpe = Unchanged

Roundup(Min[ 1.08- (S, +5,) +0.2,10]),5, >0,

scope=Changed

(1
Ferb, SRS, 23 AR s R R W o E AN A T AT
PESME scope Fan i i KIS, FHARPFN I
Ao Z B AL PRI A 15 5 i I 22 A DL

AN B, A T AR R R G TR,
BRI R G AT BLsgma B 728 CAN B Ze i il 4257
hy IR AR T S R e . s (DR,
ISR TR o3 A S5 /N T45T 0 I, ARERAE AT vF
Wiats FizdmiAA S~ EfEE, MEmZrnh 0.
IR R0 A E S KT 0 i [ AN & A el
AR, R T () e AP Sicy B 10 5 S
Se Z AN A 25 0.2 (R /MEs MWK
Wi ZE KT O H MY [ e AR SO I, I s VR
AJREIE 18 LV A R AR I K, SR
CVSS 500y [ UL X VF 2 (0 52, J il 5%
W)™ T 2 R e 24 PP Sty X 10 1 1.08-(Si+S,)+0.2
(R dse/IME, DR R I E 23 R e i (B4 100 43 TR
S FE R N, 38 S e s O P,
CVSS S I il 5% Wi 0 [ P A A, it A
1.08 15 BT el 5000 3 (LA T T o

(D) & IR VR 2 mr, (D)
ANECH SRR R ARSI EE ) N EORS B, 1)
i) Roundup PRSI/ ) EHCRE, 1208 o fR B
(R 5 /NEI AU 5 47« 4l Roundup(1.200 03)
ERE 1.3, BNVl 0.1, FITblds e 45
RTREA B 1A/ AR A %A R A DY
AP T, BRI AL HFAKRT
5 Y X2 PG I T IR B A PP AT
RUHEVE Sy, AR 22 2 AUIR 2 S R ) s 1)
AT BT V4 R e KT A T AR B
I (T =K ey PR R o7 i D M=t 5 - o SO B
DATE AL (1) /N B B 6 T 1) b A 5 2
2.1 A{TMEME

ATATPE A3 H Se F - 220 s 0 e ) FH () T AT 1
FEEE, VPN HRbR G 7 & By BUHEARE oo
RREESR B, FIH P AS B B 1. AT ME S,
AR 8

S,=1757-E, -E, E, -E, )

Horh, Bk Eu={M% NZEFEDT 1) R, A4E
A, TRV L, AWML L, Y)EEfl P,
PIERVT i) Py R T IR AR I s A T B
7.57 RAATHINBUE. Dbk, By SE  E
SIEREVT IA) < EEREVT A EDT BB (Ry » Ly~ Py)o
LG AR, R REV e FE T ) U W9 465 17 1)
PAE, R LEAREE R 2% a7 5, SCHAUE A<R<N.



1

TR TR

e B IRV Y <171 -

MR RS i o 6 IS R P = i N 1 5 e 7B il
FHAR, 5 CVSS Hriti) & A48 M 45 1) 2 UL
IARARL, WOR ARV IRMEE Si=A4 . 3T VR L
WIERT RE ENLE A AR Sy, PRIEE AT I A
[ 2 BN 77 T o = | o e o Y W B O e
B REVTZEAR DG U I ] B B dzs A5 I 25 2 U )
WS BORTREE D1, BT LA AR 5 CVSS AH
) R B ), 55 R RV Bk 1) S A A 44 1)
BohimsaR. HH, HoefEfiid s aer i 2RI i
B Ny, NIz fi/e % i8R Rey =& H I Bk
) £

Bt 2R FERNIAR T Wil 45 A FH () 52 24 RE S
HEPE G Py & B 4 MR 2R, 4
AXIN Ly My Hy Hyo oM, SRS EEFIR
R RV T B AR R . BAKR S gibr
HEn 1 fios.

BRRZESR E,, $538 T I 4381 FH IS PRI AR P 22
K, s &S 3 RMEIE, Rl s
O I AR AR TR 1 (PR b S B I 4 e A M
TR R SR R i A B i 2 R AR, A
7 BATART SOV I AR B 58 4 v AN R B ] el
Bkt o (IR 22 R FR Bt 5 75 LA P A PR U
] FH P SO B, AR BT o A RSk
F5 W 5 f7 EEN 2 Yty H AR s AL A P el
THIACPR o

H P A H, Ey 1R T 120 38R H B2 5 7
TP A HERAE, IR T ZERAN TR ZE PRl
R,

22 ®lnsaE

S A S T3 I TR 4 R FH S 0 R e id
B R, PR FE AR PR ASAS [R] R AL A H
Ky —AIeHE B = BmRERINEE, Bk
WIS L. g8t R Y I S5—AN 2

MR L e E RN T, BRI Le
WROE LM LA hay W24 Ly DIREL A I
ANEERL 24 Tyso SEMAME M HART 52 505 (3)
iR
7.08 - ISS,scope=Unchanged
S, =17.53-(1SS-0.029) - 3.24-(1S$-0.02)*, (3)
scope=Changed

5 CVSS B =2 1. I LTH
13252 534 1SS AFl, X(4). (S E A HE
B =35 Iy I LR E LR b
Lis Irv Ls VWEAF HAG B2 2R 1SSsec Y
REVUE LA MIME ISSieve R, A (6)EIE1F R
LA MIE 1SSspc FIRY REVA 4 %A MM 1SSiey
TR A 2 520 408 1SS Hrh 0.6 F1 0.4 J&4)
SR TR BBV ZE e AR M 1SSiey FIE B LAY
WA{F ISSsc AU, ARFAE Ak T I 5% i B 24 g
VRIE 22 A RN R 22 A S W 8 43 B o (A .
KN
ISS,y =1-[(A-1,)-A-1,)-A-1,)-A-1)] (4

ISSgpe =1-[0—-1)-A-1)-A-1)]  (5)
1SSy = 0.6- 1SS, +0.4-1SS;. (6)
MK PSR B DAL — AN B RE VA T T ) 52
W, 75, AEARTEENE Pk, BREIRER
IR SRR A iy 2 A, RS
AR R R ARbR T2, N AZ ) IC B e R AU
Ty U7, AR E TP BRI S B e
Tl AEACAE 73 P I I 12 5 i ) 2 REVR 4222 42
Pt UL A 25 B REV G 4R 0 IE T 0.6 AU,
M5 B2 Fabr il 1 0.4 FAUE.
1 CVSS 1, N EIEE R4 =%0a, HiE
K5 B2 LW 1SSspc VE R WA 73 1SS #EAT

F1 WEEREIRITE

Table 1 Attack complexity scoring standard

i 5 A Tt S A 4 S
- Vet e B W SR SR 0 M, BRSSP M R A H BRI DS A A A A IR A T e,
" JUTARME S
. LA A A T LA TR, FLIR SIS A BREREE . P A AACEE . AR A B T 4
W PR — &R 4
L TR LA AT LI R, R A RO R, SR BRI A

1% AN B AR A, Tk RE NS HE AL AT U R




©172 - W 44 5 B e A28 3R

SRS, TS INBGH S LE S R R TS R
AT FE MR, B AR HE 5258 55
I IURER AL XTI TR

LA T B ARV Fa b e AL
SEREPERTTFPE, BEAMRRRON AT L R TG 3 A
S o ARG AL IR TR DA B 4
PR FRERE, BARS bR 2 Pw.

B REVZE R W o B AR VRO FR AR A i %
A WMPEeas, DRe R B L4 4 Meirdl
o BEMERSE VAT R K L3 SR, A
S0y I FAEAZ IR XA N b R B R R, L
IS RBMIEQI R 3 o IR AT AT PR 4R AR AN S0
BRI AN R PR AN 3R 4 s, % HUES
% Ur-Rehman 25U HRAE &5 & 5286 /0 A AL 15
(st o b, s ya I EUE R o C A
RSB U, ZIfabsss () M3), W
b/ M b= A 7 X (R = RN W 1B 2 S 7 /N W< a7 =
W), S M Y R O R e A, S
T 7.08-ISS, WA FZMYEHE AR, W S; v
HY 7.53-(1SS—0.029)—3.24-(1SS—0.02)"°,

x4 T ERUE
Table 4 Weight of scoring index

bR Fibror ok Al eI
Yk & [N,Ry,A,L,,L,P,,P] [0.85,0.77,0.62,0.62,0.55,0.44,0.2]
joGy =i [L,M,,H,H,] [0.77,0.44,0.44,0.2]

PR sk [N,L,H] [0.85,0.62(0.68),0.27(0.5)]

TP ALH. [N.R] [0.85,0.62]

R [u,C] [u,.Cl
WL [H,L,N] [0.56,0.22,0]
SEAEE [H,L,N] [0.56,0.22,0]
TP [H,L,N] [0.56,0.22,0]

ey gy [H,L,N] [0.97,0.44,0]

W= 4 [H,L,N] [0.56,0.22,0]

W fh 224 [H,LN] [0.56,0.22,0]

Lifig a4 [H,LN] [0.56,0.22,0]

PO b 025 T FAR I FLOCHE R AT X
AVERE, e BEVEATT PRI 7r s SeREPE
THIEARPIR NS, B v 5 HIEsi; aTHITE
NEEJ- VA 32 T BE A R 2R G Bl B U E 3 U

Fz2 HE4. TEME. TAMEERSRIRE
Table 2 Confidentiality, Integrity and Availability scoring standard

R Pl SedEE CIAEE s
7 AU R e e e RN i s Aol YR s
fiK R SR AR R R ST ), (IR AT DU B, (R R M R R B AT T A I e

Wi JEvA IR (R S, B PRI
SRR BN SZ BB, ASex ki

pRES G IR GIERE S oy T i
AR, AN R A

W, {EUR MR A AZIRT, B s
RESE A% S5 AN AT Y o B4 BHIRIR 4 30

SR ™ F A R pEAl] W, ARSI SE AT L, e
T PR LA R T R
[ SERTRHUENE, WA PIPA R el ke, BB s Bl seis 2 M RSy, S 80T
PRHOMER A B, B MR 2B AT SO, B R s o e, TR sE Ak

fEE, HRBTATTEE S FEpL 1
AR ER R

AHL SO0 FIA A8 1 L (K T A 2R

x3 LaRE. UERE. I

PN Al

BEX

EMRAREERDRIRE

Table 3 Human safety index, Property security, Functional safety and Privacy security scoring standard

S Emis

W72z 4

Uife 4

b2z 4

vH A i T A e

NGRS 2 A i RS T

AN e T A e

NG B RD 22 A3 e

fi U TEN PSS ENIPS Sy
TN, B R AR
IEWTAE, W Edn e A
SR, RN A iy 2 A
BCELRZ ™ ) S

il 2 FEUR R AENY
PR, NS 7 2 A
TLFR ™ S

U] 2 A5 748 2 T B 52 B
WA, ER AN SR 4R
) A F L ) S P S

T o 9 ] 2 A L B A A
SN E e e o
PR, BRI B
B s BIRE], AN2R)
I A 22 4 3 B LB K™ T (Y

Al

5 U I o R R A B O B R
RO, X2 eREEH
PR A, BN A A 2 AR
ELIRRT IR

WAL SEE AU Bk,
W 7 2 4 e P 0 7 5 6
e

IR REA AT, B 56
BEDREZAR IO AR B D g
TR E S

T o3 ] A A B A A
Ko sEPAE AL, (2
it 25 B BEORA A R X B A 2 A
A BRI PR A R




%1 PRSI ARV IS B A P B <173 -

1o 41, CVE-2019-9493 {d FH[fl 5 4 B S AT HE
Ja W EASRAFV AR P IR R, e R AT A BE
BUF TR, AHIEAXS e RV A
23 EFRROMEREERSSEITM

JZ IR 53 #1112 CAHP, analytic hierarchy process)
RS 0] o3 AR A A T R I AE AR bR, 8
P B A s T T AT O 4
I T S G WA I FH T I 4 ¢ A R PP A 1)
MR GV RS IATHIT
BR, BT R ik i th— T 4 e 99 P VPG
Jridk, VAT FRGea A MU 22 4 D v )
SRS BT, & 2 PR

H |
ol B st

Wil RY A Hefig e 4
Wi 1 1/3 5
REuh 3 1 3
Kl 2 4 1/5 13 1

B3 R0 H b = K TR

Figure 3 Judgment matrix of criterion layer to target layer

YL 1) PR B 1) R Y 7]
LBl 1 3 5
W 7 1) 173 1 5
TR B Vs 1) /5 /5 1

Pl 4 SR S0 v DU 22 vt T B A e

Figure 4 Judgment matrix of attack surface in index layer to criterion layer

2

y [ ]

mo[mam | [ meme | [ mmuk

E

o\ gl &) (5] |[B] [E] B

L BRI &| | wl 15| |

2l | || | |%]|E] T
i # 65| (m] || (]|

B2 HEAERGES VEVPAL 2 K g5 R R

Figure 2 Hierarchical model of vehicle vulnerability evaluation

DAVHE D) 2 R (R B T R 40 2 A B 2 4
R, ENIRERZ . BGH AR E Y N T
PH B U7 ) Rz BE 2515 1) s R0 LA LR R BREETT
A PAT FIAT A0 s B0 20 A F 458 B a F 3 ek
B e M RBE T

WClith « RG22 AR 20 4 F R 2R e 59
PEVEAS UEN . Jorh, Beh i R @il A
AR B T RENE, RG0SR E 22 4 4
A 2 T 7 Wk G 2 B RS W U7 T . 49
CVE-2019-13582 i it Wi-Fi 4% 7] PA ) Wi-Fi £
PR N AR B 1 A AR 4 R4 . SR
T Wi-Fi A By, Wi-Fi J& 1 3ok i i e
B, MARSEEANE T R XM 2Hh
17, R4S R T REZAMAT S, Wl
AT DA Sk T AT B S VT M FR bR . RS A
A2 PAT FRFRFIAT A 3 e brits B

Z: 2 SCHR[16]H 2 IR A3 Wi K L oA IR AR R
B LA R 5 R 28 X S54SR B R 8 A 2
GACE W, HARwE 3~KEl 6 s

BT A hAT A7 hF 1
BURAETT 1 12 1/5
i AT 2 1 /5
A7 A 5 5 1

5 FERRZRAEN 2 o R G2 A R A
Figure 5 Judgment matrix of system security in
index layer to criterion layer

PRt SERENE A
PR bk 1 2 3
SedtE 12 1 2
A 1/3 12 1

Bl 6 Fihn 2 e = rh B 22 4 (K 4] W R
Figure 6 Judgment matrix of data security in
index layer to criterion layer

3 3 A R B T AT A A TR R I 2 1
B, 2l ERAT AN WA e (R B
LAHEI X H AR Z AR we i, 3RA5AL
EVEILRINp SR

1) HIBTAERES U1k

2) FA—AJa PR A T SRA

3) A3 EIHIAT KA R A — 1k,

] LU I AR ) 0 07 A5 2R bR R B AR
Wi JRFRER TBGLHACER M W 0652
TR L AEANBERE W, 8RR THdE
LA Waeo FEBUERFEY T84 1x9 1
B &, BARY 7807 .

W, =(W". W W,°,0,0,0,0,0,0)
W, =(0,0,0.W>,W;* W;,0,0,0)  (7)
W, =(0,0,0,0,0,0,W," w," W,")




© 174+ W 44 5 B e A28 3R

8

B bR SR AT B SRAG i e S 6 DU = R A
FHERE W, BARAR .
WZZ = (WT

as?

T
wlw,) (®)

SRAFUEI 20T H A J2 A R B T s J2 0]
R D) 2 R BCEE A B ), R AT SR B B SR FE W
W=W!xW, )
PAFGEARE 5, W eI VAL R TR
PRIGPESY, BT A AN 59 PR FRAR Seo IRIRVE
Aokt R0 T g an A2 IR A B8 A I T 5 0 00 % e
TAVE 5y, 2 AU T 52 W H e e o L. A% T
TRAR I BUE 10 =k Z=(21,2,-,20), Se HITFEA
AW/l
S =ZxWw" (10)

RIS R e s MESR b B2 0 21 10, %X
RO 1 I 3 2 22 e VBRI, 22 AR O

3 ETE&EMEENAKNSHLE

% AR bR BCME I8 U 2 % CVSS M
Ur-Rehman 27817 T 4% R 48 PR (O RLAE , R
AXZEZS% CVSS MIFHE AL, kA TERGM
A 255 W9 285 () R AR BUAEL VR Xof A 8 9 285 1) - 5 X
AT GE R NI R . Nk, &%
CVSS @7 s, AR e 2R s x4 X
AT G AT R, AH CVSS JRARA
KA, SO PSHOAT . T, AU
R EES ML 2% )R AR PERDA J5 k%) CVSS
AT HIBUE AT P
3.1 HWBEIES

PR B REVR A IR TR T B 504, 3R
1R YRIVE Sy, ARG AL 2 S T A S
TR, SEEUA IR RE T LA R 2R 1
EIPE[purN

yzf(X;w,b) (11)

AR (D)~ 6 E ML £, EFE(2)H
3 R H[7.08, 7.53, 3.24, 7.57 I BIFHESHL,
BRI ZE 0.2, 3L 5 MEIILS .

BRI PRI N R ) &5 TR AR X, M TAE
w YRR ZE bow R b IR AR EEN[6.42, 7.52, 3.25,

8.221H1 0, AU FIEIAL A XS CVSS KR
Ao AR IR RIGE T 22 A T T N ) 25 0
FEbR X FORE R T PE 43 o

BRI S SRR R EN
ARG IR, B SERAN A 223, FAFRAE
S A DA B S SRAE R B 22 B 2 Ja B A RNk
219, RIFHIAFHEFIARSE, LL CVE-2020-29440
i, FErg N [0.55, 0.77, 0.85, 0.85, 6.42, 0,
0.56, 0, 0.56, 0, 0.56, 0.97, 8.5], FLHHH K PF4>
TRIMAE y, BINEFER 114, BRI & av,
Bk 2% acy BUPREEK pro H A H. uiv 520
ol 5. WL oo e¥ME i ATHIYE a0 R
A pl BEAAZE A psy ThAEZEAS £ R 424 hsio
b, REMATEE s 67N I EE 6.42 AU A a2
TR, A5,

2% bR BRI AL R B 5 LR o B3R iR 3
FHRVEAN 2470 2 50T To00 2 RN B S AR 2 T 1) 22
PE, A0 R TR B FH A0 SAE AR S B AT
b, Ak B AR B AR, $RAS S I (44 80R
X A3 7 R 2 R BOIAT BUR VB, LA R 5
i [} Adam P& %5
3.2 BRENGE5INGER

WE ) Ir 4 0.001, epoch 24 100, Adam
B f1=0.9, £2=0.999, &=1X10"%,

WRTE R i, AR Sl 3 9 pR B
BURAEASAE /N T 0.000 1, FF FLI I ™ T 25 2% w1
FIALF 80% LA I o YRl ™ A G MER A R A
MHTSHC N NAE y B KPS AR
TEAH R PR 7 B ARG X ) N IR AT AR 2 ),
SRR s P

%5 HERN|GER

Table 5 Results of the model training
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Table 7 Weight of vulnerability exploitability index
i 44 R Wik 1) Wi R ZESK MPAEs. S Y
CVE-2016-2354 0.62 0.77 0.27 0.85 C
CVE-2017-14937 0.62 0.44 0.62 0.85 U
CVE-2017-9647 0.44 0.77 0.62 0.85 C
CVE-2018-18071 0.85 0.77 0.27 0.85 U
CVE-2018-18203 0.44 0.44 0.27 0.85 U
CVE-2018-9318 0.62 0.77 0.27 0.85 U
CVE-2019-12797 0.85 0.77 0.27 0.85 C
CVE-2019-13582 0.85 0.77 0.27 0.85 U
CVE-2019-9493 0.85 0.77 0.27 0.85 U
CVE-2019-9977 0.85 0.77 0.27 0.62 C
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Table 8 Weight of vulnerability impact index
il 44 5 Pl SEAENE A B4 W7z 4 [EF Ny Tifigze 4

CVE-2016-2354 0.56 0.56 0.56 0.97 0.56 0.56 0.56
CVE-2017-14937 0.56 0 0 0.97 0.4 0 0.44
CVE-2017-9647 0.56 0.56 0.56 0.97 0.4 0.44 0.56
CVE-2018-18071 0.56 0 0 0 0.56 0.56 0

CVE-2018-18203 0.56 0.56 0.56 0.4 0.4 0.56 0.56
CVE-2018-9318 0.56 0.56 0.56 0 0 0.56 0.44
CVE-2019-12797 0.56 0.56 0.56 0.97 0 0 0.56
CVE-2019-13582 0.56 0.56 0.56 0 0.4 0.44 0.56
CVE-2019-9493 0.56 0.56 0.56 0 0.56 0.56 0

CVE-2019-9977 0.56 0.56 0.56 0.97 0.4 0.56 0.56

Fz 9 CVSS. CVSSior 5 VSMIV 4 tbE
Table 9 Comparison of CVSS, CVSSor and VSMIV

i 5 CVSS CVSSior VSMIV
CVE-2016-2354 8.8 7.9 9.7
CVE-2017-14937 4.7 6.9 7.0
CVE-2017-9647 6.6 8.5 7.7
CVE-2018-18071 7.5 49 8.9
CVE-2018-18203 6.4 6.3 72
CVE-2018-9318 9.8 72 9.2
CVE-2019-12797 9.8 83 10.0
CVE-2019-13582 9.8 72 9.5
CVE-2019-9493 9.8 72 9.9
CVE-2019-9977 8.8 7.9 9.7
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Table 12 Score and weight of Tesla Model X
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Table 11 Vulnerability score of Tesla Model X
in VSMIV
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